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THE INSTITUTE OF BANKERS, BANGLADESH (IBB)
96th Banking Professional Examination, 2023
AIBB

Information and Communication Technology in Financial Institutions (ICTFI)
SubjectCode: | 2| 0| 4

Time—3 hours

Full marks—100
Pass marks—45

[N.B. The figures in the right margin indicate full marks. Answer any five
questions.]

Marks
1.- (a) What is software? Discuss about application software and 1+6=7
system software with five example from each.
(b) Why ICT is important for modern banking? 4
(¢) What are the functionalities of a CPU? What is Cache memory?  3+1=4
(d) What is the use case of DBMS ‘in a bank? A bank have 2+3=5
employees with information NAME, DESIGNATION, ID,
- SALARY. Draw a simple database table with example where
ID is the primary key. _ :
2. (a) Mention four systems in Bangladesh for sending fund transfer ~1+4=5
instruction? What is the technology behind a bank’s user can’
‘withdraw, cash using another bank’s ATM? Explain.
(b) How ATM works in case of cash withdrawal? Describe with a 7
flow chart.
(c) What are the modes of Agent banking? How Agent banking is 1+3=4
contributing in Financial Inclusion?
(d) How does a hacker phising a website to get ID and password? 3+1=4
What measure should be done to protect it?
3. (a) What is multifactor authentication? What measure should be ~2+3=5
done to minimize the ICT risk in a bank?
(b) What are the difference between call center and contact center? 3+2=5

Define CDM and CRM.
(c) How an OTP can secure an €-commerce transaction? 3
(d) What are differences between internet and intranet? 3
(e) Discuss about MFS. What is G2P in MFS? 3+1=4

4. (a) What are the types of Data Center (DC)? Write down the 1+3=4

requirements of Tier-3 Data center. - :

(b) What is Disaster Recovery (DR)? What are the issues make 1+2=3
trade off while designing DRS?

(c) Write down the advantages and disadvantages of electronic 8
banking. ?

(d) Difference between incremental backup and differential 3+2=5

" backup. Why backup is important?
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(a) Which type of software is needed to protect malware at Pc? 2+2=4
Write with examples what is firewall?
(b) What are the benefits of SAN storage over local disk? 2
(¢) Why data classification is necessary for a bank? Classify the 2+5=7
following data into Public, Private, Internal, Confidential and
Restricted mode :
Name, Agreement, Employee ID. NID, Strategic Plan,
Address, Proprietary, Financial Record, Email Address and IP
Address. '

(d) What are roles of ERP, CBS, AML and switching software in 7
the banking?

(a) Discuss Threat Vs Risk in IT security domain. 4

(b) Define Skimming and Jackpotting with respect to ATM. 24+2=4

(¢) Explain the following terms with the impact in .modern 2+2=4
banking. ({) DDOS (i/) Ransom ware.

(d) How problem is differing from incident? Explain a bank has 3+5=8
been faced a cyber incident. How does the bank manage this
incident?

(a) What is*digital signature? Where and why it is used?

(b) “ICT involves huge cost.” Is it expense or investment?
Explain in the context of modern banking.

(c) Discuss about Artificial Intelligence (Al). 6

(a)-Mention two global IT security standards and two global IT 2+3=5
security frameworks. Differentiate among policy, standard and
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procedure. : :

(b) Describe four common cyber crime activities in banking? 4

(¢) Which below components are not asset? Software, Hardware, 2
A process, Personnel, A Program and a Product.

(d) Differentiate among Identification, Authentication and 3
Authorization with example. ' |

(e) “Email is one of the key ways to exploit Vulnerabilities,”— 6

Justify the statement.
(a) What is Cloud Computing? Do you think that bank can move 2+6=8
to cloud? Justified your answer.

(b). What are the technologies behind 4th Industry Revolution 2+3=5
(4IR)? Differentiate between RegTech and SupTech. '

(c) -E)I;plalin the importance of Security Operation Center (SOC) in 5
a bank. _

(d) What stands for USSD, API, DMZ, MICR? “ 2

Write short notes on any four (04) of the following : 5x4=20

(a) LAN

(b) Crypto Currency
(c)- Phishing

(d) BYOD Controls
(e) PCIDSS
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